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United States Government Department of Energy

memorandum

pATE  Deeember 2, 2002

REPLY TO
ATTN G NE-10

suBrecT: (nudance for Approval of Requests for Foreign Travel

o William J. Arthur, Manager, Albuguerque Operations Office
Marvin E. Gunn, Jr., Manager, Chicago Operations Office
Warren E. Bergholz, Ir., Acting Manager, Idaho Operations Office
Camille C. Yuan-Soo Hoo, Manager, Oakland Operations Office
James A. Turi, Acting Manager, Oak Ridge Operations Office
Keith A. Klein, Manager, Richland Operatjons Office
Jeffrey M. Allison, Acting Manager, Savannah River Operaticns Otfice

The Office of Nuclear Energy, Science and Technology (NE) encourages its program
participants to actively engage the international community in technical proceedings that have
a direct, tangible benefit to our programs. Appropriate participation may include submission
and presentation of technical papers and briefings, attendarce at international meetings, and
serving on international panels. It is recognized that such engagement of the international
community may require foreign travel. However, all such travel must contribute to meeting
mission requirements and must be conducted efficiently and in compliance with
Departmental requirements.

To ensure that foreign travel proposed by Federal and contractor personnel appropriately
supports NE's missions and is consistent with security-related travel restrictions, advance
approval by NE is required to attend international forums dealing with NE program subject
matters. Approval is also required from NE before Federal and/or contractor personnel make
commitments to serve in an active capacity in international forums, such as agreeing to
present a paper or chair 4 session.

Since the events of September 11, 2001, additional requirements for international travel have
been implemented. One of these requirements is the preparation of a country clearance cable
for all travelers -- Federal and contractor. In order to allow sufficient time to prepare the
required cable and receive a comeback from the respective embassy granting country
clearance, a completed NE Foreign Travel Justification Form (attachment 1) must be
provided to Ginny Oland, NE-10, 30 days in advance for travel to nonsensitive
countrics or 45 days in advance for travel to sensitive countries or if a sensitive topic is
going te be discussed. The attachment provides the revised NE Foreign Travel Justification
Form that has been updated to reflect the required information. This new guidance
supercedes the previous guidance issued on November 2, 2001,
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We have also attached the December 18, 2001, memorandum from Joseph S. Mahaley that
provides the State Department's policy regarding country clearance cables as directed by
President Bush’s May 23, 2001, Letier of Instruction (attachment 2).

Further, to assist in planning, cvaluating, and approving foreign travel in support of NE
missions, we will now require that each relevant laboratory director provide us with a
forecast of anticipated foreign travel for calendar year 2003. The laboratory foreign travel
forecast should include the date, destination, purpose, justification, names of all laboratory
personnel traveling, estimated cost for each trip, and a cost for all planned NE-related travel
through the end of calendar year 2003. This informnation should be prepared and submitted to
me by December 10, 2002, with a copy to Ginny Oland, NE-10.

This document is to be updated with actual travel data and any new travel not originally
anticipated and resubmitted by January 1, 2003, April 1, 2003, July 1, 2003, and October 1,
2003. Approval of travel requests not appearing on the laboratory foreign travel forecast will
not be granted.

If you have any guestions, please contact me or Wade Carroll, Acting Associate Director for
Resource Management, at (301) 903-3023,

William ood, IV, Director
Office of Nuclear Energy, Science
and Technology

2 Attachments

cc: Michael R. Anastasio, Director, Lawrence Livermore National Laboratory
Cheng-kong (C K.} Chou, Associate Director, Lawrence Livermore National Laboratory
John C. Browne, Director, Los Alamos National Laboratory
William Press, Associate Director, Los Alamos National Laboratory
Hermann A. Grunder, Director, Argonne National Laboratory
John 1. Sackett, Associate Director, Argonne National Laboratory
William J. Madia, Dircctor, Oak Ridge National Laboratory
Lee Riedinger, Associate Director, Oak Ridge National Laboratory
Peter Paul, Director, Brookhaven National Laboratory
Ralph James, Associate Director, Brookhaven National Laboratory
Lura Powell, Director, Pacific Northwest National Laboratory
Michael J. Lawrence, Associate Director, Pacific Northwest National Laboratory
C. Paul Robinson, Director, Sandia National Laboratories
Robert J. Eagan, Vice President, Sandia National Laboratories
Bill D. Shipp, Director, ldaho National Engineering and Environmental Laboratory
James Lake, Associate Director, Idaho Naticnal Engineering and Environmental
Laboratory
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FOREIGN TRAVEL JUSTIFICATION FO
Revised 11/02 :

OFFICE OF NUCLEAR ENERGY, SCIENCE AND TECHNOLOGY

FTMS Tnp Number (if available):

Traveler: Facility:

Other Attendees:

Dates of Travel:

Detailed Itinerary (for each itinerary stop). Exact dates of arnival and departure in each
country are tequired.

Itinerary 1:
Dates:

Destination:
Purpose:
POC & phone number:

Itinerary 2:

Dates:

Destination:

Purpose:

POC & phone number:

If traveling to a sensitive country or discussing a sensitive topic, an evening POC and
phone number is required.

NE Program Office:

Funding Source: Estimated Cost:
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December 18, 2001
MEMORANDUM FOR DISTRIBUTION — //
FROM: JOSEPH 8. M Y, DIRECTOR
OFFICE OF SECURITY
SUBJECT: 1J.S. DEPARTMENT OF STATE POLICY REGARDING COUNTRY
CLEARANCE FOR OFFICIAL FOREIGN TRAVEL BY DOE

CONTRACTORS

On May 23, 2001, President George W. Bush issued a Letter of Instruction (attachment 1) to
Chiefs of Mission at all United States Embassies worldwide. On August 21, 2001, the Executive
Secretary, United States Department of State, transmitted the text of the Letter of Instruction o
all Department and Agency Executive Secretaries (attachment 2). Paragraphs 9 and 16 of that
Letler of Instruction are of special interest and pertain directly to official forcign trave! and the
aseaciated DOE country clearance requirements. These paragraphs are quoted below for your
ready reference: - ‘

ug IN CHARGING YOU T O EXERCISE FULL RESPONSIBILITY FOR ALL EXECUTIVE BRANCH
PERSONNEL {IN COUNTRY/AT INTERNATIONAL ORGANIZATION] EXCEPT ELEMENTS AND
PERSONNEL LINDER THE COMMAND OF A U.5. ARE A MILTTARY COMMANDER OR ON THE
STAFF OF AN INTERNATIONAL ORGANIZATION, I WISH TO MAKE CLEAR THAT THIS
ENCOMPASSES ALL AMERICAN AND FOREIGN NATIONAL PERSONNEL, IN ALL
EMPLOYMENT CATEGORIES, WHETHER DIRECT HIRE OR PERSONAL SERVICES
CONTRACT, FULL- OR PART-TIME, PERMANENT OR TEMPORARY [REGARDLESS OF
WHERE LOCATED IN YOUR COUNTRY OF ASSIGNMENT]). ALL EXECUTIVE ERANCH
AGENCIES UNDER YOUR AUTHORITY, AND EVERY ELEMENT OF YOUR MISSION, MUST
KEEP YOU FULLY INFORMED AT ALL TIMES OF THEIR CURRENT AND PLANNED
ACTIVITIES SO THAT YOU CAN EFFECTIVELY CARRY OUT YOUR RESPONSIBILITY FOR
UNITED STATES GOVERNMENT PROGRAMS AND OPERATIONS [IN COUNTRY/AT
INTERNATIONAL ORGANIZATION]. YOU HAVE THE RIGHT TO SEE ALL
COMMUNICATIONS TO OR FROM MISSION ELEMENTS, HOWEVER TRANSMITTED, EXCEPT
THOSE SPECIFICALLY EXEMPTED BY LAW OR EXECUTIVE DECISION."

416, ALL UNITED STATES GOVERNMENT PERSONNEL (OTHER THAN THOSE ELEMENTS
AND PERSONNEL IN COUNTRY UNDER THE COMMAND OF A U.S. AREA MILITARY
COMMANDER OR ON THE STAFF OF AN INTERNATIONAL ORGANIZATION) MUST OBTAIN
COUNTRY CLEARANCE BEFORE [ENTERING (COUNTRY)/VISITING {INT. ERNATIONAL
ORGANIZATION])] ON OFFICIAL BUSINESS. YOU MAY REFUSE COUNTRY CLEARANCE OR
MAY PLACE CONDITIONS OR RESTRICTIONS ON VISITING PERSONNEL AS YOU
DETERMINE NECESSARY.”

[uitiz]l SO staff assessment of the Department of State (DOS} Letter of Instruction, referenced and

quoted above, concluded that country clearance would now be required for all DOE federal and
contractor personnel traveling to both sensitive and nonsensitive countties. This expanded

@ Promaacad wilh Siry bk, scycied Gnpar



AUCLEAR ENERGY 00g
DLAND

country clearance policy requirement was considered by the DOE Fareign Travel Board on
Septeruber 19, 2001 and at that time, one program office questioned the applicability of the DOS
requirement to their contractors traveling to nonsensitive countries, citing concems about the
increased adminisirative burden assoclated with processing additional country clearances.
Accardingly, SO requested specific policy clarification from DOS regarding the applicability of
country clearance requirement for official foreign travel by DOE contractors. On November 28,
2001, DOS 1ssued a written policy clarification (attachment 3) which confirmed the applicability
of the requirement to DOE contracters. The DOS letter stated,

“Recognizing the roles played by DOE confracters on behalf of the U.S. Government, 1t
is the opinion of the Department of State that DOE must assure that a country clearance is
requested and received for all DOE federal and contracter employees prior to initiating
official foreign travel in accordance with Paragraphs 9 and 16 of the Letter of
Instruction.”

DOE Order 551.1 A Official Foreign Travel (attachment 4) currently requires country clearance
for all DOR federal personnel on official foreign travel to both sensitive and nonsensitive
countries. Currently, DOE policy requires counftry clearance for contractors on official foreign
trave] to sensitive countries or when meeting with a senior government official.

Bocause of this new policy requirement, however, SO revised {attachment 5} and has sebmitted a
page change {attachment 6) to the pertinent DOE Order which will require country clearance for
all DOE and contractor official foreipn travel, consistent with the DOS policy.

The country clearance process plays a vital role in ensuring the safety and sceurity of all DOR
personnel, federal and contractor, engaged in official foreign travel. The country clearance
approval serves as an official DOS acknowledgment of the planned DOE presence in the foreign
country and DOS acceptance of the safety and security responsibilities associated with official
DQE sponsored travelers. Finally, because this new policy for couniry ciearances has been
implemented by an express Presidential Letter of Instruction, and understanding the vital role of
country clearances for the protection of DOE travelers, it is recommended that the DOS
requirement be implemented jmmediately for all DOE contractors requesting officizl foreagn
travel. '

Please direct any questions on this matter to Mr. Richard J. Lavemnier at (301) $03-2178.

Attachments

1. Presidents Letter of Instruction to Chiefs of Mission

2, Chief of Mission Responsibility for Country Clearance
3. Cable Requirements for Contractors

4. DOE O 551.1A, Page 2, Otiginal

5. DOE O 551.1A, Page 2, Redlined

6.DOR O 551.1A, Page 2, Clean copy

‘ez SO-1
SO Office Directors

003



].2 (1.3 2002 1.:1 43 }A‘i 202 586G D6YS8 NUCLEAR ENERGY @oo7
, FAL SULHUSDD 53 ULAND

W oeodq

Headguarters Departmental Elements:

Under Secretary for Energy, Science and Environment

Under Secretary for National Nuclear Security Administration

Director, Office of Secretary of Energy Advisory Board, AB-1

Vice President, Bonneville Power Marketing Administration, BPA

Assistant Secretary for Conpressional Intergovermmental Affairs, CI-1
Directar, Oftics of Counterintelligence, CN-1

Director, Office of Chief Financial Officer, CR-1

Defense Nuclear Facilities Safety Board, DNFSEB

Director, Office of Economic Impact and Diversaty, ED-1

Assistant Secretary for Energy Efficiency and Renewable Energy, EE-1
Assistant Secretary for Environment, Safety and Health, EH-1

Administrator, Energy Information Administration, EI-1

Assistant Secretary for Office of Environmental Management, EM-1
Assistant Secretary for Fossil Energy, FE-1

General Counsel, Office of the General Counsel, GC-1

Director, Office of Hearing and Appeals, HG-1

Inspector General, Office of Inspector General, 1G-1

Chief, Chief Informaticn Officer, IM-1

Director, Office of Intelligence, IN-1

Director, Office of Fissile Materials Disposition, MD-1

Director, Office of Management, Budget and Evaluation, ME-1

Director, Office of Nuclear Energy, Science and Technology, NE-1
Administrator, National Nuclear Security Administration, NINSA-1

Deputy Administrator for Defense Programs, Office of Defense Programs, NNSA-DP-1
Deputy Administrator Office of Nonproliferation and National Sccurity, NNSA-NN-1
Deputy Administrator Naval Reactors, National Nuclear Security Administration -- Naval
Reactors, NNSA-NR-1

Director, Office of Independent Oversight and Performnance Assurance, OA-1
Director, Office of Public Affairs, PA-1

Assistant Secretary, Policy and International Affairs, PI-1

Deputy Administrator for Power Marketing Liaison, PML

Director, Office of Civilian Radicactive Waste Management RW-1

Director, Office of Science, SC-1

Director, Office of Worker and Community Transition, WT-1
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Presidents Letter of Instruction to Chief of
Missions

Chief of ¥ission Respousibilily for Country
Clearance

Cable Requirements {or Contractors
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DOE O 551.A
Contractor Reguirements Doeument
Altachment 1, Fage 2 (Original)

DOE O 551.A
Cantractor Requiremmeants Docament
Attachment 1, Page 2 (Redlined)

DOE O 551.A
Contracior Requirgments Document
Attachment 1, Page 2 {Clean Copy)
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Holmes, Debra

From: Levernier, Richard

Sent: Maonday, December 03, 2001 4:03 PM

To: Levernier, Richard :
Subject: FW- STATE 90939 Priotity PRESIDENT GEORGE W. BUSH'S LETT ER OF INSTRUCTION
Subject: STATE 50939 Priority PRESIDENT GEORGE W. BUSH'S

LETTER OF INSTRUCTION

PAGE 01 STATE 0E0339 2330492

SCURCE : KODAKB. 23097

DRAFTED BY: M/P:COTEDMUNDS :MPCOM/PRES BUSH/RLDAC - PRES' LGCI TO COMS --
APFROVED BY: M/P:CSLOWENGART

HNSDD 385 ADDRESSERS

O e bkt EFF7ED 2320512 /38

P 232048% MAY 01

FM SECSTATE WAEHDC .
T ALL DIFLOMATIC AND CONSULAR POSTS PRICRITY

SPECTAL EMBASSY PROGRAM PRIORITY
AMEMBASSY BELGRADE PRIORTITY
AMEMBRASSY FREETOWN PRICRITY
AMEMBASSY DUSHANEE PRIORITY
USOFFICE PRISTINA PRIORITY

UNCLAS STATE 080939 : ’ .
FOR CHIEFS OF MISSION FROM M/P

E.Q. 125%58: N/A

TAGS: LODE, AMGT, ABUD, RABLD, ASEC

SUBJECT: PRESIDENT GEORGE W. BUSH'S LETTER OF INSTRUCTION
TO CHIEFS OF MISSION

1. THE NATIONAL SECURITY COUNCIL (NSC) INFORMED THE
DEPARTMENT OF STATE ON MAY 8, 2001 THAT THE PRESTIDENT HAS
APPROVED THE LANGUAGS PROVIDED IN PARAGRAPHS THREE THROUGH
~1 BELOW FOR HIS LETTER OF INSTRUCTION TO CHIEFS OF

MISESION. THE NSC TRANSMITTED THE TEXT TOo OTHERE EXECUTIVE
BRRANCH AGENCIES ON MAY 9, 2001, 1 FRM 013 18 BEING REVISED
ACCORDINGLY . PLEASE SHARE THE FULL TEXT OF THE NEW LETTER
WITH ALL OTHERS IN YOUR MISSION, ESPECIALLY YOUR COUNTRY

TERM. THE OFFICE OF MANAGEMENT POLICY AND PLANNING (M/E)

WILL EE PLEASED TO PROVIDE ADDITIONAL COPIES OF THE LETTER

AND EACKGROUND Of COM AUTHORITY TO TNTERESTED PARTIES.

POINT OF CONTACT IN M/P IS CHRRISTINE EDMUNDS, WHO CAN BB

REACHED AT (202) 647-1884 OR VIA E~MAIL AT

EDMUNDSC@STATE . SGOV, GOV <mailto: EDMUNDSCBSTATE. SGOV . S0V (CLASSIFIED)
oR
ENMIONDSCI@STATE .. GOV cemailto: EDMUKDSCI@STATE . GOV>

(UNCLASSIFIED} .

2. BEGIN TRXT OF THE PRESIDENT'S LETTER OF INETRUCTION::
3 .DEAR MR./WMADAM AMBASSATIOR:

4. THANK YOU FCR YOUR WILLINGHESS 1O SERVE THE AMERICAN
PECPLE AND THE CAUSE OF FREEDOM AND PEACE ARDUND THE WORLD.
T EXTEND MY WARMEST CONGRATULATIOHS AND WISH TO SAY HOW
PROUD I AM OF YOU FOR AGEEEING TC SERVE AZ MY PERSONATL

*
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REPRESENTATIVE TQ [COQUNTRY, INTERNATIONAL ORGANIZATION] .
THIS 5 A MOMENT IN HISTORY OF WIDE POSSIBILITY AND
ENORMOUIS OPPORTUNITY, ANWND I HRVE NOD DOUBT YOU SHRRE MY DWN
SENSE OF EXCITEMENT ABQUT WHAT TQOETHER WE CAN ACHIEVE.

5. IN ADDITION TO CONVEYING MY PERSONAL THANKS RAND
CONGRATULATIONS, THIS WILL ALSO SERVE AS A LETTER OF
INSTRUCTION TC YOU AS UNITED STATES CHIEF OF MISSICON. IN
THE WIDBST SENSE, YOUR MISSION IS TO PROTECT AMERICA'S
vITAL INTERESTS, PRCMOTE THE GROWTH OF FREEPOM AND
PEMOCRATIC INSTITUTIONS, AND HELP SET LOOSE THE CREATIVE
ENERGIES OF MILLIONS OF PEOPLE THROUGK THE SFREAD OF THE
TREE-MARKET SYSTEM. THE UNDERLYING PRINCIPLE HERE IS A
BELTEF THAT THE TALENTS AND DREAMS OF AVERAGE PEQPLE --
THEIR HUMAN HOPES AND LOVES -- SHOULD BE REWARDED BY

FREEDOM AND PROTECTED BY PEACE. YoU HAVE THE OPPORTUNITY
To ENGAGE IN A DISTINCTLY AMERICAN INTERNATIONALISHM:
IDEALISM WITHOUT ILLUSION, CONEIDENCE WITHEQUT COMCEIT OR
ARROGANCE, REALISM IN THE SERVICE OF AMBERICAN IDEALS.

¢. IN CARRYING OUT THESE OBJECTIVES I ASK THAT YOU FULLY .
UNDERSTAND THE AUTHORITY EXTENDED TO YOU IN THIS LETTER AND
CLOSELY CONSIDER TEE DUTIES LISTED HERE WHICH, THOUGH OF
NECESSTITY DESCRIBED SOMETIMES IN TECHNICAL OR LEGAL TERMS,
ARE QF VITAL IMPORTANCE Ta THE SUCCESSFUL COMPLETICN OF
YoUR MISSION. FURTHERMORE, YOU SHOULD KNOW THAT THEESE
INSTRUCTIONS HAVE BEEN SHARED WITH ALL DEPARTMENTS RAND
AGENCIES, AND I HAVE DIRECTED THAT THEY GIVE YOU THEIR FULL

COOFERATION. YOU ARE TO CARRY OUT THESE INSTRUCTIONS AND
YOUR MISSTON TO THE BEST QF YOUR ABILITY AND COMSIETENT
WITH APPLICAELE LBW.

4. AS CHIEF OF MISSION, YOU HAVE FULL RESPONSIBILITY FOR
THE DIRECTIDN, COORDINATIUN, SUPERVIBION OF ALL UNITED

STATES GOVERNMENT EXKECUTIVE BRANCH EMPLOYEES [IN

COUNTRY,/REPRESENTING THE U.E. AT INTERWATIONAL
ONGANIZATION] (EXCEPT FOR ELEMENTS AND PERSONNEL UNDER THE

COMMAND OF R U.Z2. AREA MILITRRY COMMRNDER [I.E., A
GEOGRAPHIC COMBATANT COMMANDER] OR EMPLOYEES ON THE STAFF
OF AN INTERNATIONAL ORGANLZATION) . THIS ALSO MEANS THAT,
EXCEPT FOR THE PERSONNEL EXEMPTED ABOVE, YOU ARE IN CHARGE
OF ALL UNTITED STATES GOVERNMEWT EXECUTIVE BRANCH ACTIVITIES
AND ODFERATIONS AND THEIR CONDUCT IN ACCORDANCE WITH THE
INTERNATIONAL AFFAIRS STRATEGIC PLAN IN YOUR

[MISSION/ INTERNATIONAL ORGANTZATICON] . IT IE My HOPE YOU

WILL TAKE GOOD CARE OF ALL THOSE UNDER YOUR SUPERVISION,
SEEING TO IT THAT EACH INDIVIDUAL HAS EVERY OPPORTUNITY FOR
PROFESSIONAL ADVANCEMENT AND CAREER FULFILLMENT, A3 WELL AS
THE PEST POSSIBLE CHANCE TO EERVE QUR COQUNTRY AND ITS
MISSION ABROAD.

‘8. PLEASE REPORT TO ME THROUGH THE SECRETARY OF STATE.
UNDER MY DIRECTION THE SECRETARY OF STATE IS, TO THE
FULLEST EXTENT EROVIDEDR BY THE LAW, RESPOUNSIBLE FOR THE
OVERALL COORDINATION AND SUPERVISION OF ALL UNITED ETATES
GOVERNMENT ACTIVITIES AND OPERATICONS ABROAL. THE ONLY
AUTHORIZED CEANNEL FOR INSTRUCTION TO YOU 15 THROUGH THE
SECRETARY OR FROM ME. TO THIS, THERE ARE ONLY THWOD
EXCEPTIONS: (1} IF I PERSONALLY INSTRUCT YOU TD USE A
PRIVATE CHANNEL; OR {2) IF THE BEECRETARY INSTROUCTS YOU TO
USE A NON-STATE CHANNED.

5. IN CHARGING YOU TO EXERCISE FULL RESPONSIBILLITY FOR ALL
EXECUTIVE BRANCH PERSONNEL [IN COUNTRY/AT INTERMATIONAL

?

Bloo?
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ORCANIZATION] EXCEPT ELEMENTS AND PERSONNEL UNDER THE
COMMAND CF A U.B. ARBA MILITARY COMMENDER OR OM THE STAFF
OF aN INTERNATIONAL ORGANTZATION, I WISH TO MAKE CLEAR THAT
TEIS ENCOMPASSES ALL AMERICAN AND FOREIGN NATIONAL
PERSONNEL, IN ALL EMPLOYMENT CATBEGORIEE, WHETHER DIRECT
HIRE OR PERSONAL SERVICES CORTRACT, FULL- DR PART-TIME,
PERMANENT OR TEMPORARY [REGARDLESS OF WHERE LOCATED IN YOUR
COUNTRY OF ASSIGNMENT] . ALL EXECUTIVE BRARNCH AGENCIES
UNDER YOUR AUTHCRITY, AND EIVERY ELEMENT OF ¥OUR MISSTION,
MUST KEEP YOU FULLY INFORMERD AT &LL TIMES OF THEIR CURRENT

~ AND PLANNED ACTIVITIRS S THAT YOU CBN EFFECTIVELY CARRY
OUT YOUR RESPONSIBILITY FOR UNITED STATES GOVERNMENT

PROGRAMS AND OPERATIONS [IN COUNTRY /AT INTERNATLONAL

CRGANIZATION] . YOU HAVE TEE RIGHT TO SEE ALL

COMMUMICATIONS TO OR FROM MISSION EBLEMENTS, HOWEVER
TRANSMITTED, EXCEPT THOSE SPECIFICALLY EXEMPTED BY LAW OR
EXECUTIVE DECISION.

1c. ¥YOU SHOULD PROVIDE THE NECEESARY_SUPPDRT, BOTH
POLITICAL AND MATERIAL, FOR CONSULAR OPERATIONS AT YOUR
MISSION, YOU SHOULD BE DILIGENT IN MINIMIZING THE THREAT
OF TERRORISM AND ADVOCATING FCOR ITS VICTIMS. YQU SHOULD
CONSTRUCTIVELY ADDRESS UNCOMPENSATED AND WRONGEFUL
EXPROPRIATIONS OF AMERICANS' PROPERTY INCLUDING THEIR
INTELLECTITAL, FROPERTY RIGHTS.

11. AS COMMBANDER IN CHIEF, 1 EETAIN AUTHORITY OVER THE

U.5. ARMED FORCES. ON MY BEAALF, YQU HAVE FULL
RESPONSIBILITY FOR THE DIRECTION, COQRDINARTION AYD
SUPERVISION OF ALL DEPARTMENT OF DEFENSE PERSONNEL oON
OFFICIAL DUTY [IM COUNTRY/AT INTERNATIONAL ORGANIZATION]
EXCEPT THOSE ELEMENTS AND PERSONMEL UNDER THE COMMAND QF A
U.S. AREA MILITARY COMMARNDER. YOU ANL THE AREA MILITARY '
COMMANDER MUST XEEP EACH OTHER CURRENTLY AND FODLLY INFORMED
AND COOPERATE ON ALL MATTERS OF MUTUAL YNTEREST. SHOULD
YOU AND AN AREA MILITARY COMMANDER DISAGREE, ANY
DIFFERENCES THAT CANNOT BE RESOLVED IN THE FIELD WILL EBE
REPORTED BY YOU TO THE SECRETARY OF STATE; AREA MILITARY
COMMANDERS WILL REPORT, THROUGH TEE CHATRMAN OF THE JOINT
CHTEFS OF STAFF, TO THE SECRETARY OF DEFENSE.

12. I EXPECT YOU TO TAKE DIRECT AND FULL RESPOMEIBILITY

FOR THE SECURITY OF YOUR MISSION. UNLESS AN INTERAGENCY
AGCREEMENT PROVIDES OTHERWISE, THE SECRETARY OF STATE AND,
BY EXTENSION, ¥YOU AS CHIEF OF MISSION MUET PROTECT ALL
UNITED STATES GOVERNMENT PERSONNEL ON CEFFICIAL PUTY ABROAD
{OTHER THAN THOSE YLEMENTS AND PERSCNNEL UNDER THE SECURITY
PROTECTION OF A U.S. AREA MILITARY COMMANDER OF ON THE
STAFF QF AN INTERNATIONAL QRGAKTIZATION) AND THEIR
ACCOMPANYING DEPENDENTS. ‘

13. THIS IHCLUDES THEIR PHYSICAL SECURITY WITHIN AND
OUTSTPNE THE CHANCERY GATE. THE PROPER HANDLING OF
SENSITIVE INFORMATION AND MATERLAL IS ALSD IMPERATIVE. YoU
AND THE ©.S. AREA MILITARY COMMANDER SHOULDN DEVELCR
APPROPRIATE SECURITY PROCEDURES, ARRANGEMENTS, AND
DOCUMENTATION FOR ALL DEPARTMENT COF DEFENEE ELEMENTS AND
PERSONNEL, ASSIGNING THEM TO EITHER YOUR RUTHORITY AND
SECURITY RESPONSIBILITY OR TQ THAT OF THE AREAR MILITARY
COMMANDER. YOU AND THE U.S. AREA MILITAERY COMMANDER SHOULD

ALSO CONSULT AND COORDINATE RESPONSES TO COMMON THREATS. I
WILl ALSO EXPECT YOUR SUSTAINED PERSONAL ATTENTION AND '
ENERGY TO COMBAT THE PROLIFERATION OF HRRMFUL TECHNOLOGIES
OrR WEADPONS OF MASS DESTRUCTION.

3
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14. EVERY EXECUTIVE SRANCH ASENCY UNDER YQUR ARUTHORITY
MUST OBTAIN YOUR APPRGVAL BEFORE CHANGING THE SIZE,

COMBOSITION, OR MARNDATE OF ITS STAFF REGARULESS QF THE

EMPLOYMENT CATEGORY [OR WHERE LOCATED IN YCUR COUNTRY OF
ASSTGNMENT} . I ASK THAT YOU REVIEW. PROGRAMS, PERSONNEL,
AND FUNDTNG LEVELS REGULARLY, AND ENSURE THAT ALL AGENCIES
ATTACHED TO YOUR MISSION DO LIKEWISE. FUNCTICNS THAT CAN

PE PERFORNED BY PERSONNEL BASED IN THE UNITED STATES OR AT
REGIONAL OFFICES OVERSEARS SHOULD NOT BE PERFORMED AT POST.
1M YOUR REVIEWS, SHOULD yOU FIND STAFFING TOU BEE EITHER
EXCESSIVE OrR INADEQUATE TOD THE PERFORMANCE OF PRIORITY
MISSION @OBLS AND OBJECTIVES, I URGE YOU TO INITIATE
STAFFING CHANGES IN ACCORDANCE WITH ESTAELISHED PROCEDURES.

15. IF 2 DEPARTMENT HEAD DISAGREES WITH YOoU ON sSTAFFING
MATTERS, BE DR SHE MAY APPEARL YOUR DECISTON TO THE
SECRETARY OF STATE, TO WHOM I HAVE DELEGATED MY
RESFONSIBILITY FOR RESOLVING SUCE MATTERS. IN THE EVENT
THE SECRETARY IS UNABLE TO RESOLVE THE DISPUTE, THE
SECRETARY AND THE RESPECTIVE DEPARTMENT HEAD WILIL PRESENT
TUEIR DIFFERING VIEWS TO ME FOR DECISION. :

16. ALL UNITED STATES GOVERNMENT PERSONNEL (OTHER THAN
THOSE ELEMENTS AND PERSONNEL IN COUNTRY UNDEFR THE COMMAND
OF A U.S. AREA MILITARY COMMANDER OR ON THE STRFF OF AN
TNTERNATIONAL ORGANIZATION) MUST OBTAIN COUNTRY CLEARANCE
DEFORE [FNTERING (COUNTRY)/VISITING (INTERNATICONAL
ORGANIZATION)] ON OFFICYAL BUSINESS. YOU MAY REFUSE
COUNTRY CLEAZANCE OR MAY PLACE CONDITIONS OR RESTRICTIONS
ON VISITING PERCSONNEL AS YOU DETERMINE NECESSLRY.

17. AS CHIEF OF MISSION YOU ARE NOT ONLY MY PERSONAL
REPRESENTATIVE [IN COUNTRY/AT INTERNATIONAL DRGANIZATICH]
BUT THAT OF QUR COUNTRY. I EXPECT YOU TO DISCHARGE THIS
TRUST WITH PROFRSSIONAL EXCELLENCE, THE HIGHEST STANDARDS
OF ETHICAL CONDUCT, AND DIPLOMATIC DISCRETION, AND UEE YOUR
PERSONAL DIPLOMACY TO PRESS ISSUSS OF IMPORTANCE 1O
AMERICAN CITIZENS WHEN THAT IS USEFUL AND APPROQPRIATE. I

URGE YoU TO SEE THAT THERE IS NO DISCRIMINATION QR
HARASSMENT OF ANY KIND AT YOUR MISSION. I ASK ¥YQU TO

ENSURE THAT YOUR STAFF SIMILARLY ADHERES TQ THE SBRME BTRICT
STANDARDS AND MATNTAINS OUR SHARED COMMITMENT TO EQUAL
QPRORTURITY. IN THAT REGARP, I IRSTRUCT ¥OU TO VISIT THE

DEPARTMENT OF STATE'S OFFICE OF THE INSPECTOR GENERAL PRIOR
TD YOUR POSTING FOR USEFUL INSTRUCTIONS ON ISSUES RELEVANT
TC PROPER OPERATICHN OF YOUR MISSION.

1B. AMERICA REMRINS ENGAGED IN THE WORLD BY HISTORY AND BY
CHOICE, SHAFING A BALANCE OF POWER THAT FAVORS FREEDOM.
BESIDES UNITED STATES GOVERKMENT ACTIVITIES, THIS MEANE
ASSISTRNCE TO AMERICAN CITIZENS, INSETITUTIONS, AND
BUSINESSES AS THEY PURSUE A MULTITUDE OF CHARITABLE AND
COMMERCTIAL INTBRESTS RANGING FROM THE PROMOTION OF AMERICAN
PRODUCTS AND SERVICES EXPORTED OVERSERS TO PEOPLE-TO-FEOQOPLE
ASSISTANCE IN FOREIGH LANDS. ALL THIS MEANS NOT JUST SO0OUND
MANAGEMENT BUT INSPIRED LEADERSHIP FROM U.5.
REPRESENTATIVES ABRDAL.

19. T KNOW HOW ANXIOUS YOU ARE TO RENDER SUCH SERVICE TO
OUR COUNTRY BND THE PRINCIPLES AND IDEATS FOR WHICH THE
UNTTED STATES HAS ALWAYS STOOD. FOR ALL OF THE
INSTRUCTIONS AND DUTIES OUTLINED ARBGVE, I KNOW YOUR OWN
SENSE OF PATRIOTISM, SELFLESSNRES, AND DESIRE FOR

A
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EXCELLENCE IS AMERICA'S GREATEST HOPE rOR THE SUCCESSE OF
YOUR M1SSION.

20. AS YOO BEGIN YOQUR WORK, PLEASE BE ABSURED OF MY
WAREMEST REGARDS AND THE BEST WISHES OF & GRATEFUL NATION.

21. SINCSRELY, {GEORGE W. BUSH}
EED TEXT.

MINIMIZE CONSIDERED.
FPCWELL

-
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November 28, 2001

Marshall 0. Combs, Chizf Operations OMcer
Ofhice of Securty

Depaciment of Encrgy

50-1,5A-115

1000 Independence Avenue, S.W.
Washington, DC 20385

Subject: Cable Requiremenis for Contractors

Releronces:

- President George W. Bush's Letter of Instruction for Chiefs of Mission,
dated May 23, 2001
- Maura Hanty, Execuive Secrelary, Department of Siate, Memorandurmn for

a]l Department and Agency Executive Secreteries, dated August 21, 2001,
Subjcci: Chief of Mission (COM) Responsibility for Country Clearances.

Dear Mr. Combs:

This s in response to your request for policy clarifieation regarding the

President's Lettor of Instruction ra Chiels of Mission regerding their authority and

responsibility over all executive branch personnel except specifically identified
military commands and international organization staff. The President explicitly
included “all Amedcan and foreign national persoancl, in all cmplayment
categorics, whether dircct hire or personal services contrect, full or part time,
permaneot or temporary...” (paragraph 9) as being covered by the requirenrents
of Uie Letter. Further, in paragraph 16, die President dixected that “All Upited
Stales Govenumenl personmel..must obtain counlry clearance before [entering
(counyry/visiting (intcmational organization)] on official business. You may
refuse country clearance or may plase conditions or vestrictions on visiting
personne) as you determine necessary.”

I have reviewed the cizcumstances of the Department of Encrgy (DOE} which
cmploys appraximataly 100,000 contractors of ils 130,000 steff located ar DOE
sponsored Naztional Laboratories and major U.S. corporations ko accomplish a
spectrum of tuission requirements from nuclear weapons’ research, design and
production to fundamental and applied science. 1 understznd that DOE sponsors
an estimated 10,000 official fareign travel tips annually, with approxumnartely 60%

Utnited Srate- Departnent ol Seate

IF epsdiimsrraire, JA60 200020
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performed by contractoss traveling 1o nonsensitive countries and that the DOE
contraclors are eilher conducting business on behalf of DOE and the U.S.
Gaverunent or  rEpresenting U, 5. prograni  interests  in international
collaborations. And 1 recognize that many of these conwraciors ate the LS.
govertunent's experts in (heir field and enter into discussions, which could have
fareign policy implications.

Recognizing the roles played by the DOE contractors on behalf of the US.
Goverument, it is the opinion of the Departiment of State that DOE must assure
that a country clearance is requosted and received for all DOE federal and
contractor employees prior to initiating foreign travel in accordance with
paragraphs ¢ and 16 of the Letter of Instroction,

If you have any questions, please feel free to contac! me at (202) 647-2227.

Sincerely,

'F
Attarney-Adyiser Intemational

Ce: Richard Levernicer, Program Manager

wiiia
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DOE O 551.1A _ Attachment 1
§-25-00 Page 1

CONTRACTOR REQUIREMENTS DOCUMENT

DOE 0 551.1A, OFFICIAL FOREIGN TRAVEL

All contractor personnel employed by entilies under contract or subcontract to the Department of
Epergy (DOE) or National Nuclear Security Administration (NNSA) must comply with the
requirements of this Contractor Requirements Document, Governmient regulatipns concerning
contractor travel, procedures established by the Office of the Chief Financial Officer, and
guidance provided by the responsible Program Secretarial Officer er Deputy Administrator,
NNSA. :

Disclosure ouigide of DOE, including NNSA, of any information contained in the system, except
for the purposc of obtaining country clearance, is prohibited unless approved by the Office of the
Secrelary. .

1. REQUIREMENTS.

a. In preparing for or performing official foreign travel, contractors must comply with
the following requirements.

(1) Review, approve, and oversee all official foreign travel under theix purview and
establish appropriate internal contrals to ensure accountability within their
organizations. Ensure that travel complies with regulations and DOE directives;
that it is consistent with U.S. foreign and nonproliferation policy, international
energy policy and agreements, and national security policy objectives; and that it
considers DOE, including NNSA, missions and resources. Final approval for
official foreign travel is with the responsible Program Secretarial Officer or
Deputy Administrator, NNSA funding the travel or, if there is no DOE funding,
the official having programmatic responsibilities associated with the requested
travel, '

(2) Ensure all official foreign travel complies with the following.

(2) Travel is consistent with programmalic requirements for travel, security
issues, effective use of resources, roquirements govemning conference
management, adequacy of funding, and leave taken in conjunction with
travel. :

(b) Travel to countries an the Sensitive Countries List or involving subjects on
© the Sensitive Subjects List is conducted in compliance with U.S. national
security, intellipence, counterintelligence, and nonproliferation policies,
including U.S. export contro! regulations.
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(c) All requests for official foreign travel to countries on the list of
state sponsors of terrorism, maintained by the Department of State,
are reviewed according to procedures established by the Office of
Defense Nuclear Nonproliferation,

When appropriate, coordinate the approval of official foreign travel with
officials responsible for intelligence, counterintelligence, security, export
control, and technology concerns to ensure compliance with the Export
Control Guidelines established by the Office of Defense Nuclear
Nonproliferation. '

Comply with the following country clearance requirements.

(a) Country clearances are required for all cortractor official foreign
travel. whcmnmcmﬁmmﬁmgtnwnsmmmhr

(b) For the purpose of country clearance requests, contractors must
provide sufficient information for the responsible Program
Secretarial Officer or Deputy Administrator, NNSA to prepare and
provide notification to the U.S. Embassy in the country to be
visited. '

(c) Fortrzvel requiringcotmtry cleararnee;wContractors must receive
country clearance from the U.S. Embassy in the country to be
visited prior to the start of the ravel.

For all contractorz on official foreign travel, ensure appropnate pre-
briefings and debriefings are provided 30 days prior to the start of end
upon return from travel by, and at the discretion of the following:

(a)  Counterintelligence officers when travel is to 2 scnsitive country,
regardless of whether the traveler holds a security clearance. This
requirement does not apply to contractors without clearances at the
seven facilities lisied below. This exceplion was made becausc
these facilities do not perfonm classified work and arc exempt from
certain provisions of DOE N 142.1, UNCLASSIFIED FOREIGN
VISITS AND ASSIGNMENTS. (INote: This requirement does
apply to contractors at these sites who possess cleatances.)

Yertical line denotes change.
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Ames Laboratory,

Fermi National Accelerator Facility,

Lawrence Berkeley National Laboratory,
National Renewable Energy Laboratary,
Princetont Plasma Physics Laboratory,

Stanford Lineatr Accelerator Facility, and
Thomas Jefferson National Accelerator Facility.

o1k
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(¢}  All requests for official foreign travel to countries on the list of
state sponsors of terronsm, maintained by the Department of State,
are reviewed according to procedures established by the Office of
Defense Nuclear Nonproliferation.

When appropnate, coordinate the approval of official foreign travel with
officials responsible for intelligence, counterintelligence, security, export
control, and technology concemns to ensure compliance with the Export
Control Guidelines established by the Office of Defense Nuclear
Nouproliferation.

Comply with the following country clearance requirements.

(a) Country clearances arc required for all contractor official foreign
travel.

(t) For the purpose of country clearance requests, contractors rmust
provide sufficient information for the responsible Program
Secretarial Qfficer or Deputy Administrator, NNSA to prepare and
provide notification lo the 1J.S. Embassy in the country to be
visited. ‘

(e} Contractors must receive counfry clearance from the U.S. Embassy
in the country to be visited prior to the start of the travel.

For 21l contractors on official foreign travel, ensure appropriate pre-
briefings and debrisfings are provided 30 days prior to the start of and
upon return from travel by, and at the diseretion of the following:

@ Counterintelligence officers when travel is to a sensitive country,
regardless of whether the traveler holds a security clearance. This
requirement does not apply to contractors without clearances at the
seven facilities listed below. Thus exception was made because
these facilities do not perform classified work and are exempt from
certain provisions of DOE N 142.1, UNCLASSIFIED FOREIGN
VISITS AND ASSIGNMENTS,. (Note: This requirement does
apply to contractors at these sites who possess clsarances,)

Armes Laboratary, : ,

Fermi National Accelerator Facility,

Lawrence Berkeley National Laboratory,
National Renewable Energy Laboratory,
Princeton Plasma Physics Laboratory,

Stanford Linear Accelerator Facility, and
Thomas Jefferson National Accelerator Facility.
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